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1

STAGE OF THE RESEARCH

With the explosive growth of information and the development of the Internet, we are overwhelmed with
an extreme load of information. As a result, it is
difficult to make decisions in front of immense variety of options. Recommender systems are thus designed to overcome the problem of information overload created by the Internet. However, current approaches for recommender system still suffer from
the problems such as sparse information, cold start,
and adversary attacks. On the other hand, social network sites (SNS), like Facebook and Epinions, offer a
good source of knowledge for recommendation. The
idea of integrating signals from social network to improve the performance of the recommendation algorithm has been well accepted and has attracted an increasing amount of research in both academia and industry, and many social network-based recommender
system designs have been proposed and evaluated.
In this work, we develop a trust-aware recommender system. We interpret connections in associated social graph as trust relationships among users
in the recommender system, and establish a trust network accordingly. Within the trust network, we propose models for trust propagation and aggregation,
and design trust-aware recommendation algorithms to
predict the preferences of users over items (services).
Specially, we handle indirect trust in our model,
which could enlarge the information source to a large
amount. We also discuss the issue of distrust (i.e.
negative trust, negative opinion) and propose a way
to consider both trust (positive opinion) and distrust in our model. We also consider integrating our
trust-aware recommendation framework with classic
collaborative filtering to take advantage of both approaches and further improve the performance in rating estimation and item recommendation. As an example of application scenario, such framework of
trust-aware recommender system design can be applied for directed SNS like Epinions and Delicious.

Currently we are at the stage of evaluating the accuracy and efficiency of the system with both synthetic and real data. Meanwhile, we are trying to extend our model to further improve its performance.
Peixin Gao is the PhD student working on the
topic under the supervision of Dr. John S. Baras and
Dr. Jennifer Golbeck.

2

OUTLINE OF OBJECTIVES

The objectives of our work on trust-aware recommender system design are five-fold:
1. We discuss the limitations of current recommender systems and the possibility of introducing
information from aligned social networks to improve the performance of recommender systems.
2. We interpret connections (links) in social networks as trust relationships among users, and propose a trust network comprised by users in the social graph and trust relationships among them, and
develop an appropriate model for trust propagation and aggregation as well as trust value update
within the trust network.
3. Based on the trust network and trust model, we
design the recommendation algorithms to predict item ratings of users with information from
trusted neighbors in a collaborative filtering fashion. Specially, we take care of both indirected
trust and distrust (negative trust).
4. we also propose ways to integrate our trust-aware
recommendation algorithms with classic userbased collaborative filtering method to make the
novel recommendation algorithm capable of exploiting information from both rating matrix and
trust network to provide better recommendations.
5. We explore directions to further extend our model
for better performance and wider application scenarios.
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3
3.1

RESEARCH PROBLEM
Recommender Systems

Recommender system (RS) can be defined as an information filtering system that is used to predict the
rating or preference that a user would give to an
item in the system (Adomavicius and Tuzhilin, 2005),
and offer different users diverse suggestions. The
goal of recommender systems is to provide personalized recommendations of items that suit a user’s
taste, in order to increase the number and variety of
items sold, meanwhile improve user satisfaction and
fidelity. Recommender systems usually have two applications; one is to predict the extent of interest the
user has in an item which she has not yet rated, the
other is to help the user find items that she is interested
in but have not previously encountered. With decades
of development, recommender systems have become
a fundamental and important technology to help people make decisions and selections that fit their preference from an extreme overload of information, maintaining the loyalty of the customers and increasing the
sales. Electronic retailers and content providers like
Amazon and Netflix are increasingly adopting recommender systems in their platforms to improve user experience as well as their own profits.
Referring to the taxonomy of (Burke, 2007;
Zanker et al., 2011), the classic approaches in RS
can be classified into four groups, namely Collaborative Filtering, Content-based, Knowledge-based and
Hybrid Recommendation. While collaborative filtering exploits item ratings to derive recommendations,
content-based approaches rely on product features
and textual descriptions, and knowledge-based algorithms reason on explicit knowledge models from the
domain. Hybrid ones integrate different approaches
together. Among all these approaches, Collaborative
Filtering (CF) is currently the most successful and
widely implemented. For example, user-based collaborative filtering approach (Herlocker et al., 1999;
Koren, 2008) uses Eq. 1 to predict rik , i.e. user ui ’s
rating about item ok :
rˆik = bik +

∑u j ∈S(k;i) si j · (r jk − b jk )
∑u j ∈S(k;i) si j

(1)

where S(k; i) is the neighbor set of ui about ok , i.e. the
set of users that are most similar to user ui in terms of
rating history, with si j is the similarity between user
ui and u j , ∀u j ∈ S(k; i). bik and b jk are the baseline
estimates for rik and r jk respectively, and r jk is the
rating of user u j about item ok .
CF has several advantages in application. First
of all, CF techniques don’t require domain knowl-
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edge or extensive data collection (Koren, 2008), and
could scale well to large item bases. In addition,
relying directly on user behavior allows uncovering
complex and unexpected patterns that would be difficult or impossible to profile using known data attributes. Another advantage of using such an approach is that it is adaptive, i.e., the quality of the system improves over time. The more available ratings,
the more accurate recommendations can be generated. Different from content-based recommendation,
CF can add a serendipitous factor into the recommendation process. CF attracted much of attention in the
past decade, resulting in significant progress and being adopted by some successful commercial systems,
including Amazon and Netflix.

3.2

Open Issues and Challenges

However, as the most commonly applied approach,
collaborative filtering still provide less than accurate
rating prediction due to several open issues (Zanker
et al., 2011). In this study, we focus on the following four problems, which we perceive to be the most
significant ones.
1. Data Sparsity: Due to the fact that users typically rate or experience only a small fraction of
available items, the rating matrix for a RS with
millions of items is very sparse, which makes it
hard to find users who have a similar rating behavior. Consequently, the quality of the generated
recommendations might suffer from this.
2. Cold Start: The term “cold start” in RS design
(Schein et al., 2002) basically describes two situations: (a) making recommendations to new users
that have not rated any item, and (b) dealing with
items that have not been rated or bought yet. RSs
are usually unable to make good quality recommendations in such situations, since these newly
joined users cannot be linked with similar users,
so as the items. However, these are the users who
need good quality recommendations the most as
an incentive to continue using the system.
3. Rating Integrity: The integrity of ratings is another problem in RS, due to lack of incentives
for a customer to rate products and the existence
of the malicious users. RSs are facing latent attacks that aim to influence the functioning of the
system, including random attack, average attack,
bandwagon attack, segment attack love/hate attack and so on (Mobasher et al., 2007; O’Mahony
et al., 2005; Hurley et al., 2007). Incentive design
for RS and robustness of the system under attackers is currently an open issue that attracts more
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and more research interest, especially when RSs
start to become more decentralized.
4. Scalability: Scalability of recommendation algorithms with large and real-world datasets is also
a practical and important consideration in recommender system design.

3.3

Trust-aware Social Recommender
System as a Possible Approach

Social network sites (SNS), like Facebook and Epinions, provide as a complementary source of information for recommendation. Thus the idea of integrating information from SNS into RS to improve the
performance of the recommendation algorithm (Guy
et al., 2009) has been commonly accepted and has attracted an increasing amount of research (Palau et al.,
2004; He and Chu, 2010; Tekin et al., 2013). Many
social network-based recommender system designs
have been proposed and evaluated (Yang et al., 2014).
In this work, we are trying to develop a trust-aware
social recommender system, a social network-based
RS based on CF techniques, which takes the behaviors and preferences of neighbors in SNS into consideration and interprets the social connections among
users as trust relationships. A trust network is set
up accordingly. The information extracted from SNS
about the users in the recommender system could
largely fill the “white space” and tackle the problem
of cold start and data sparsity, as well as improve
the relevance of recommendations and user satisfaction. We mainly focus on a static network structure while dynamic networks will be considered more
thoroughly in our further work.

4
4.1

STATE OF THE ART
Social Recommender Systems

Since RS users share more and more information
in associated social network sites (SNS), it makes
SNS an important source of information about users
and their preferences. SNS users have social profile, which can be used to calculate high-dimensional
social and interest similarity between users. Meanwhile, due to the inter-connection of users in social
networks, the effect of social influence from neighbor
or community can be exploited in recommendation algorithms. Several issues of RSs mentioned above, for
instance cold start, can be addressed with the help of
this additional source of information. A social recommender system (SRS) can be built via integrating SNS

with the recommender system and using information
about users social profiles and/or relationships to suggest items that might be of interest to them.
The concept of social recommender system has
been proposed for about a decade and a series of
approaches have been proposed concerning combining information from social network into RS for better performance. However, the topic is still far from
well-development, waiting for better solutions. A collective knowledge systems is proposed in (Gruber,
2008), in order to leverage collective intelligence in
semantic web. Bonhard et al. (Bonhard and Sasse,
2006) studied the factors that drive people’s decisionmaking and advice-seeking through empirical studies,
and found out that the profile similarity and rating
overlap of a recommender have a significant impact
on a person’s decision. Carmagnola et al. (Carmagnola et al., 2009) proposed to evaluate the value of
a user’s interest in an item (”score”) using both the
strength of the relationship between the user and its
neighbors and the level of interest the item has for
each neighbor of the target user. The RS algorithm
designed in (He and Chu, 2010) integrates user’s own
preference, item’s general acceptance and influence
from friends. While the introduction of distant friends
improves the coverage of the recommendation algorithm, it affects the accuracy of the approach.

4.2

Trust Evaluation in Social Network

When integrating a social network of directed links
to improve the performance of the recommender system, these directed links can be interpreted as trust
relationships among users, which reflect the preference (fondness), social closeness (subjective similarity) and integrity of users in the network. These trust
relationships can be exploited to provide extra source
of information for recommendation hence improve
the performance of the RS. A lot of research has been
conducted in inferring and evaluating trust/distrust relationships in SNS, as well as establishing trust network based on SNS structure.
On calculating trust values, Richardson et al. proposed to deploy a web of trust (Richardson et al.,
2003), where each user only maintains trusts of a
small number of other users (i.e. neighbors) and trust
values for all other users can be calculated via the
trust network. Zaihrayeu et al. presented an trust
inference infrastructure called IWtrust for calculating trust values for answers from the web (Zaihrayeu
et al., 2005). Golbeck proposed TidalTrust (Golbeck,
2005), which aggregates the weighted trust values between neighbors with direct trust. TidalTrust only
takes into account the shortest, strongest paths thus
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may loose some ratings from distant users in the network. MoleTrust (Avesani et al., 2005) proposed by
Avesani et al. is similar to TidalTrust but considers
all raters up to a maximum-depth given as an input.
Weng et al. used trust for the cold start problem by automatic trust generation even for users who have rated
few items in common (Weng et al., 2006). Jøsang
et al. (Jøsang et al., 2006) treat trust and distrust as
two separate concepts and proposed three probabilistic aggregation operators called consensus operators
for the fusion of dependent, independent and partially
dependent opinions respectively. However, these operators assume that users have equal weights (equally
importance), and hence lack flexibility. DuBois et al.
designed a probabilistic approach to infer the trust relationship between users in social networks under axioms of inferred trust and applied it in network clustering (DuBois et al., 2009b). In their following work
(DuBois et al., 2011), they further considered distrust in the network and introduced a modified springembedded algorithm for trust inference. Leskovec et
al. conducted research on signed edge (link) prediction in online social networks using a machine learning framework (Leskovec et al., 2010). They showed
that the information about negative relationships is
useful in edge prediction.

4.3

Trust-aware Recommender System

Introducing a trust network into RS could improve not
only the coverage but also the accuracy of the recommendation and the satisfaction of users. Also, since
malicious nodes can be recognized and excluded from
trust network, many attacks towards recommender
system can be effectively resisted. Currently RS are
only being used in low risk domains, due to lack of
transparency in RS. According to (Sinha and Swearingen, 2001), users prefer more transparent systems,
and tend to rely more on recommendations from people they trust than on those from anonymous people
“similar”to them. With the trust network, the RS can
be more transparent and easier to be accepted, opening space for more application scenarios for RS.
In (Massa and Avesani, 2004), a trust-aware
method for recommender system is proposed, where
the collaborative filtering process is informed by the
reputation of users computed via propagating trust.
The design was showed to increases the coverage
while not reducing the accuracy. Bedi et al. (Bedi
et al., 2007) proposed a trust-based recommender system for the semantic web with the knowledge distributed over the network in the form of ontologies,
where a trust network is deployed to generate recommendations. Andersen et al. (Andersen et al., 2008)
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developed an natural set of five axioms, namely symmetry, positive response, independence of irrelevant
stuff, neighborhood consensus and transitivity desired for designing trust-aware recommender systems,
and proposed a recommendation algorithm based on
random walks by weakening the axioms. In order
to tackle the problem of opinion ignorance and inconsistency which may affect trust estimations, Victor et al. proposed a new framework called “Trust
Score”(Victor et al., 2011), where the trust relation is
a fuzzy mapping (Griffiths, 2006) from agent pairs to
trust vectors in [0, 1]2 , containing trust degree and distrust degree. Additional dimensionality of trust value
introduced in (Victor et al., 2011) can differentiate
partial trust, partial distrust, partial ignorance and partial inconsistency. In (DuBois et al., 2009a) the author
used an probabilistic trust inference algorithm developed in (DuBois et al., 2009b) to set up trust metrics
and conduct trust-based clustering on users to further
improve recommendation accuracy.
Some approaches also tried to combine classic
collaborative filtering with trust-based recommendation algorithms. O’Donovan et al.(O’Donovan and
Smyth, 2005) focused on trust-based adaptations of
collaborative filtering, which they called trust-based
filtering, where only the most trustworthy neighbors
participate in the recommendation process. Two trustaware methods at profile-level and profile-item-level
respectively are introduced to improve standard collaborative filtering methods and showed that trust information can help increase recommendation accuracy. This algorithm does not involve trust propagation or aggregation thus has the disadvantage of
sparser rating matrix. Ma et al. demonstrated that a
factor analysis method (Ma et al., 2008), which fuses
the user-item matrix with the users’ social trust networks, generates better recommendations than the traditional collaborative filtering algorithms. This approach, however, does not reflect the real world recommendation process. Later in (Ma et al., 2009), a
user’s final rating decision was interpreted as the balance between this user’s own taste and her trusted
users’ favors, and an ensemble probabilistic matrix
factorization method is proposed to implement the
idea. Jamali et al. (Jamali and Ester, 2009) developed
a random walk model combining the trust-based and
the collaborative filtering approach for recommendation. The random walk model allows to define and to
measure the confidence of a recommendation. Wei et
al. proposed a multi-collaborative filtering trust network algorithm (MCFTN) for recommendation under Web 2.0 circumstance, with the assumption that
all the necessary information is available (Wei et al.,
2013). In their approach, different sources of infor-
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mation are combined in a collaborative filtering fashion. However, the trust propagation does not consider
aggregation of different opinions.

5

METHODOLOGY

In order to tackle the issues mentioned in Sec. 3.2,
we propose a trust-aware recommender system which
integrates information from directed social networks.
Trust is an umbrella term for a wide range of
meanings. In the research area of RS, trust can be
interpreted in several different ways:
• Trust can be defined as a measure of confidence
that the user’s rating reflects her real opinion
(i.e. integrity), which is evaluated to discover and
avoid attacks on the system. This is similar to
the definition of trust in control and operation research (Theodorakopoulos and Baras, 2006; Jiang
and Baras, 2009).
• Trust can also be used to describe the quality of
the recommendations made by the system.
• When integrating SNS into RS, trust is directed
relationship between users and is a compound of
integrity, preference and social closeness. In such
circumstance, trust among users forms a network
called trust network (Victor et al., 2011).
In this literature, we use the third definition of trust in
our trust-aware recommender system.

5.1

Trust Model

The main aim in setting up trust networks is to allow agents to form trust opinions on unknown agents
or sources by asking for a trust opinion from acquainted agents. While trust is increasingly involved,
the use and modeling of distrust remains relatively unexplored. Although recent research (Golbeck, 2008;
Victor et al., 2011) show an emerging interest in modeling the notion of distrust, models that take into account both trust and distrust are still scarce. Most approaches completely ignore distrust, or consider trust
and distrust as opposite ends of the same continuous
scale. However, there is a growing body of opinion
that distrust cannot be seen as the equivalent of lack
of trust (Gans et al., 2001; Guha et al., 2004).
Referring to previous work (Massa and Bhattacharjee, 2004; Guha et al., 2004; Golbeck, 2005;
Massa and Avesani, 2007; Golbeck, 2008; Walter
et al., 2008; Victor et al., 2011), we define the concept
of trust network used in our trust-aware recommender
system as follows.

Definition. Trust Network: The directed trust network T (V, E) is established via the social graph associated with the recommender system, where V is the
set of nodes (i.e. users) with |V | = N, E is the set of
directed edges (i.e. trust links). ∀ directed edge ei j =
(vi , v j ) ∈ E, vi , v j ∈ V , is a directed trust link from
node vi towards v j , with value (weight) wi j ∈ [−1, 1]
indicating the extent of trust that node vi put on v j .
These links are not necessarily symmetric. A weight
of 1 means “totally agree”or “like”, while weight
of −1 means “totally disagree”or “dislike”. Ni =
{v j |ei j ∈ E} is the neighbor set of node vi .
As is in classic collaborative filtering, there exist a
set of items O = {o1 , o2 , · · · , oM }. The rating of user
vi on item ok is rik , which is the element in ith column
and kth row of the rating matrix R. The ratings are
integers and the rating range is set to be [−5, 5], both
configurable to different application scenarios.
Trust networks are typically challenged by two
important problems that influence trust opinions.
Firstly, in large networks it is likely that many agents
do not know each other, hence there is an abundance
of ignorance. Secondly, because of the lack of a central authority, different agents might provide different and even contradictory information, thus inconsistency may occur. In our trust model, we propose
to apply trust propagation to eliminate the ignorance
on users due to no direct connections. Regarding the
second problem, we design a distributed trust aggregation rule that can handle both trust and distrust.
Definition. Trust Propagation: In our trust-aware
system, trust between two nodes of no direct connections can be estimated using trust values of edges
along the path between the two nodes. A maximum
path length λ and trust threshold τ are set up to save
computation resource and avoid infinite loop. If the
path length exceeds λ or the trust value decreases below τ along the path, then there’s no trust (or distrust)
relation between the two nodes.

Figure 1: Trust propagation.

Fig. 1 illustrates how the trust propagation works
in our system. In the example, v1 can reach indirect
trust (w13 ) about v3 via its direct trust (w12 ) about v2
and v2 ’s direct trust about v3 (i.e. w23 ). If the maximum length λ ≥ 2, and the threshold τ ≤ w12 · w23 ,
then v1 ’s indirect trust about v3 exists and can be calculated as Eq. 2 (otherwise w13 doesn’t exist).
w13 = w12 · w23
(2)
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When there are multiple paths between two nodes,
the indirect trust value calculated along different paths
are combined using trust aggregation. There are two
major ways to conduct trust aggregation, namely First
Aggregate Then Propagate (FATP) and First Propagate Then Aggregate (FPTA). We apply the first approach (i.e. FATP) in our system.
Definition. Trust Aggregation: Indirect trust values
towards node vt calculated from different paths can
be combined in a recursive way: for nodes that have
direct trust values about vt , the aggregated trust values are their direct trust values; for each node vi along
the paths who has no direct trust value, she learns her
neighbors’ trust values about vt and combine them according to her trust towards her neighbors:
wit =

∑v j ∈Ni ,wi j ≥σ wi j · w jt
∑v j ∈Ni ,wi j ≥σ wi j

This approach is intuitive and easy to apply to collaborative filtering RS. The idea is that with the trust
network, we could filter out users of low trust even
they are “similar” to the target user.
There are two possible approaches:
• If the target user’s trust value about a node is lower
than the pre-configured threshold, the node’s rating will not be considered in rating prediction.
• When using neighborhood-based CF method, the
calculated similarity will be weighted by the trust
about the node.
When applying the first approach, S(k; i) should
be updated as {v j |v j ∈ S(k; i), wi j ≥ η}. When using
the second approach, Eq. 1 should be modified as:

(3)

The opinion of neighbor v j ∈ Ni of vi will not be
take into consideration if vi has low trust about v j (i.e.
wi j < σ the threshold).

rˆik = bik +

∑v j ∈S(k;i),wi j ≥0 wi j si j · (r jk − b jk )
∑v j ∈S(k;i),wi j ≥0 wi j si j

(5)

In this way, the security of the RS can be improved. However, the coverage of the RS has no improvement and the problem of data sparsity and cold
start are not addressed via this approach.
5.2.2

Trust-weighted Recommendation

Similar to previous work (Massa and Avesani, 2004;
Golbeck, 2005; Massa and Avesani, 2007; Golbeck,
2008), this method uses trust relationships for recommendations. When introducing distrust (negative
opinion), the equation for rating prediction is modified accordingly. Here we propose a 2-step approach.
1. In the first step, only trusted neighbors are considered in rating prediction.

Figure 2: Trust aggregation.

Fig. 2 illustrates how the trust aggregation is conducted in our system. If w01 , w02 and w03 are all
greater than the threshold σ, they will be used for calculating the trust of v0 about v4 using Eq. 4
w04 =

5.2

w01 · w14 + w02 · w24 + w03 · w34
w01 + w02 + w03

(4)

Trust-aware Recommendation
Algorithms

Based on our trust model, we propose several candidate trust-aware recommendation algorithms which
takes both trust and distrust into consideration.
5.2.1

Distrust Filtering

For RS of adequate rating information, we propose to
integrate trust network via Distrust-based Filtering.
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2. Then the opinions of distrusted nodes are mirrored
about the rating reached in the first step. Then calculate the weighted average rating with absolute
value of trust as weights.
Based on our trust propagation and aggregation
rule, this recommendation algorithm has a greedy implementation. For node vi , if she doesn’t have direct
rating about item ok , then in step 1, her preliminary
rating r¯ik about item ok can be calculated using Eq. 6:
r¯ik =

∑v j ∈Ni ,wi j ≥0 wi j · r jk
∑v j ∈Ni ,wi j ≥0 wi j

(6)

With the preliminary rating r¯ik , a rating rnk about
ok from a distrusted node vn (with negative trust
value) is adjusted as rnk
˜ according to Eq. 7.
rnk
˜ = min{max{2r¯ik − rnk , rmin }, rmax }

(7)

where the min and max bounds are used to avoid exceeding the rating range. With the adjusted rating of
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distrusted nodes, in the second step, the predicted rating about rik can be calculated with Eq. 8.
rˆik =

˜
∑v j ∈Ni ,wi j ≥0 wi j · r jk + ∑vn ∈Ni ,win <0 |win | · rnk
∑v j ∈Ni ,wi j ≥0 wi j + ∑vn ∈Ni ,win ≥0 |win |

(8)

In order to avoid infinite loops and save computation resources, the length of the trust propagation path
is upper-bounded by K.
Note that in this algorithm, only information of
neighbors in the trust network is needed to reach the
prediction on ratings, thus the algorithm has the advantage of good scalability in large scale systems.
The number of trusted neighbors used in calculation,
similar to user-based CF, is configurable and can be
tuned to reach better performance.
5.2.3

Recommendation with Random Trust
Propagation

Even through coverage of the RS can be improved
via trust propagation, the accuracy of recommendation algorithm may be affected. In order to balance
the coverage and accuracy, the major concerns in RS,
we follow the idea of using ratings of similar items
with probabilistic switch between trust propagation
and approximate rating discussed in (Jamali and Ester, 2009), and proposed our recommendation algorithm with probabilistic trust propagation based on
the trust-aware recommendation algorithm discussed
in Sec. 5.2.2.
At each node vi , we don’t always predict its rating about an item ok via aggregating opinions from its
neighbors in Ni . Instead, there exists probability θik,t
that the rating rˆik is calculated with the vi ’s ratings
about items that are similar to ok . Here the similarity
metric can be any form, e.g. cosine similarity used in
item-based collaborative filtering.
As the probability to choose between trust propagation and rating prediction with similar items, θik,t
is related to node vi , item ok and the position of vi
along the trust propagation path (i.e. the step t). If vi
chooses to use her ratings on similar items to predict
rˆik , then
∑o ∈I(k;i) stk · rit
rˆik = t
∑ot ∈I(k;i) stk

(9)

where I(k; i) is the set of items rated by vi which are
similar to ok .
Apart from the upper-bound K for trust propagation, another condition is introduced to terminate the
propagation process:
(1 − θik,t ) · max{wi j , j ∈ Ni } ≥ Γ

(10)

where Γ is the threshold for the condition and is tunable. This condition indicates that if vi has rated items

very similar to ok (θik,t very large), or the neighbors
of vi are not trustworthy, then the trust propagation
process will end. The performance of the system is
determined by paths of high trust and items of high
similarity with the target item, both related to Γ.
The switch probability θik,t can also be interpreted
as a weight term, in which case the equation for rating
prediction is:
rˆik =(1 − θik,t )
+ θik,t ·

˜
∑v j ∈Ni ,wi j ≥0 wi j · r jk + ∑vn ∈Ni ,win <0 |win | · rnk
∑v j ∈Ni ,wi j ≥0 wi j + ∑vn ∈Ni ,win ≥0 |win |

∑ot ∈I(k;i) stk · rit
∑ot ∈I(k;i) stk
(11)

Similar to the trust-aware recommendation algorithm described in Eq. 8, this probabilistic trust
propagation model can also be implemented in decentralized way and only local information is used to
reach prediction, which makes it highly scalable in
large scale systems.
5.2.4

Trust-aware Combinatorial CF

In this method, both similarity and trust values are
normalized. A proportion α is calculated based on the
total weight of similar nodes and trusted neighbors:
αik =

∑vl ∈S(k;i),wil ≥η sil
∑vl ∈S(k;i),wil ≥η sil + ∑v j ∈Ti wi j

(12)

where S(k; i) is the neighbor set of vi about item ok ,
Ti is the set of nodes used for trust-aware recommendation for vi , and η is the threshold used to exclude
users who is distrusted by vi .
The combinatorial CF is a mixture of user-based
and trust-aware collaborative filtering. The proportion αik is the weight of result reached via user-based
CF, and the estimated rating can be expressed as:
rˆik =(1 − αik ) · rˆik trust + αik · rˆik sim
=(1 − αik )

˜
∑ j∈Ni ,wi j ≥0 wi j r jk + ∑n∈Ni ,win <0 |win |rnk
∑ j∈Ni ,wi j ≥0 wi j + ∑n∈Ni ,win <0 |win |

+ αik (bik +

∑l∈S(k;i),wil ≥η sil (rlk − blk )
)
∑l∈S(k;i),wil ≥η sil
(13)

where rˆik sim is the prediction of user-based CF (Herlocker et al., 1999; Koren, 2008), and rˆik trust is the
result of trust-aware CF as mention in Sec. 5.2.2.
5.2.5

Trust-aware Composite CF

With normalized similarity and trust values, we can
apply the way EnsembleTrustCF (Victor et al., 2011)
used to combine ratings of similar users and trusted
neighbors:
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rˆik =

˜ − bnk )
∑v j ∈Ni ,wi j ≥0 wi j (r jk − b jk ) + ∑vn ∈Ni ,win <0 |win |(rnk
∑v j ∈S(k;i) si j + ∑v j ∈Ni ,wi j ≥0 wi j + ∑vn ∈Ni ,win ≥0 |win |
+

∑v j ∈S(k;i) si j (r jk − b jk )
s
+
∑v j ∈S(k;i) i j ∑v j ∈Ni ,wi j ≥0 wi j + ∑vn ∈Ni ,win ≥0 |win |

+ bik
(14)

5.2.6

Trust Value Update

vi ’s trust value about node v j can be updated via comparing the predicted ratings rˆi , real ratings ri and r j ,
as shown in Fig. 3. When rˆi locates between r j and
ri , it means j’s opinion makes negative contributions
to recommendation, thus the trust value wi j will decrease (wi j = wi j − δ). When ri lies in between r j and
rˆi , the weight wi j should be increased (wi j = wi j + δ),
since j makes positive contribution in this case.

Figure 3: Update wi j based on real and predicted ratings.

With such trust update scheme, the trust values are
adjusted according to users’ (nodes) behaviors and the
prediction results using trust-aware recommendation
algorithms be more accurate and the performance of
the system can be further improved. This trust dynamics is distributed and restricted only to neighbors , instead of requiring users to maintain global knowledge.
Such distributed trust update scheme makes the system efficient in memory and computation resources.

6

EXPECTED OUTCOME

Current recommender systems are confronting problems like data sparsity, cold start and adversary attacks. One promising approach is to establish a trust
network from the social networks associated with the
RS and conduct rating prediction with neighbors’ ratings in the trust network. Such an RS design is called
trust-aware social recommender system.
In this work, we propose several trust-aware recommendation algorithms, in order to increase knowledge base for better recommendations, by introducing trust signals from SNS. Specially, we introduce a
novel way to handle negative trust (distrust). We also
consider integrating the novel recommendation algorithms with classic collaborative filtering approach.
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By introducing information from social network,
as shown in Sec. 5, the knowledge base of the recommender system can be enlarged and the issue of
data sparsity can be addressed. Thus we expect that
the performance of the RS can be improved. Especially for the case of cold start, when the system has
little information about the user’s preference, it’s hard
for classic collaborate filtering methods to predict her
ratings over items. However, with trust relationships
extracted from social connections, the system is expected to be able to predict her preferences and offer
proper suggestions on items she needs.
Among the five approaches in trust-aware RS design that we propose in this work, two are solely
based on trust values and ratings of neighbors in trust
network and can be implemented in a decentralized
way, which makes the two approaches highly scalable. Here in our model, the trust propagation ends
within a limited number of steps, which is inspired
by the fact that social influence is shallow (Ugander
et al., 2011). We predict that this setting still offers
relatively precise trust estimation, meanwhile bringing a substantial save on computation resource and
boost on algorithm efficiency. Besides, since trust
value update doesn’t require global information, it enables the prompt update on trust values, which could
further improve the accuracy of the algorithms.
Since the trust relationship between users are exploited in the algorithm, it’s much harder for the adversaries to attack or compromise the system with
techniques used on current recommender systems.
Thus we expect our system to be more secure.
We will conduct experiments on large scale
datasets to test the performance of the trust-aware
recommendation algorithms that are proposed in this
work and compare them with other state-of-art methods, in order to verify our design and adjust the model
to further improve the performance.
So far, we assume that the social network associated with the recommender system does not change
over time, which in reality may not be valid. Typically, social networks evolve over time. Thus in our
further work, we plan to investigate the influence of
network dynamics to the system, and introduce probabilistic model to describe the system behaviors.
Trust is currently defined as a 1-dimensional
value. In the future we plan to extend it to a multidimensional vector, with each element representing
the trust relation in that dimension (e.g. category).
Meanwhile, we will discuss the robustness of the different RS designs under adversary attacks. We are
also interested in expanding the horizon of recommender systems and making them available in more
application scenarios.

Trust-awareSocialRecommenderSystemDesign
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