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Abstract— Distributed consensus is a prototypical distributed
optimization and decision making problem in social, economic
and engineering networked systems. In collaborative appli-
cations investigating the effects of adversaries is a critical
problem. In this paper we investigate distributed consensus
problems in the presence of adversaries. We combine key
ideas from distributed consensus in computer science on one
hand and in control systems on the other. The main idea is
to detect Byzantine adversaries in a network of collaborating
agents who have as goal reaching consensus, and exclude them
from the consensus process and dynamics. We describe a
novel trust-aware consensus algorithm that integrates the trust
evaluation mechanism into the distributed consensus algorithm
and propose various local decision rules based on local evidence.
To further enhance the robustness of trust evaluation itself,
we also introduce a trust propagation scheme in order to
take into account evidences of other nodes in the network.
The resulting algorithm is flexible and extensible, and can
incorporate more complex designs of decision rules and trust
models. To demonstrate the power of our trust-aware algorithm,
we provide new theoretical security performance results in
terms of miss detection and false alarm rates for regular and
general trust graphs. We demonstrate through simulations that
the new trust-aware consensus algorithm can effectively detect
Byzantine adversaries and can exclude them from consensus
iterations even in sparse networks with connectivity less than
2f + 1, where f is the number of adversaries.

I. INTRODUCTION

Distributed consensus problems have been investigated for
decades in the computer science, communication and control
communities. There are mainly two types of failures that
can occur in distributed consensus problems. A crash failure
refers to the case when a process stops working, while a
Byzantine failure refers to the case when a process may send
arbitrary data to other processes. Byzantine failures are far
more disruptive since they allow arbitrary behaviors. Based
on different failure types, oracle-based consensus protocols
[1] and condition-based approaches [2] have been proposed
to achieve the goal. For asynchronous distributed systems,
Chandra and Toeug [3] introduced the concept of Failure
Detector (FD) and showed that with FD, consensus can be
achieved and possible failure processes can be found. In [4]
a probabilistic solution was applied to solve the consensus
problem under Byzantine failures with the condition fb <
1
5n, where n is the total number of processes and fb is the
number of Byzantine failures. The leader-based consensus
developed by Mostefaoui et al. [1] required fc < 1

2n to
reach consensus with crash failures, where fc is the number
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of crash failures. [5] connected Error-Correcting Codes to
the condition-based approach and showed that consensus can
be solved despite fc crash failures iff the condition can be
mapped to a code whose Hamming distance is fc + 1, and
consensus can be solved despite fb Byzantine faults when
the Hamming distance is 2fb + 1.

Different from the consensus problem discussed in the
computer science community, consensus in a network of
connected agents means reaching an agreement regarding the
states (or values of certain agent variables) of all (benign)
agents that are used in computing certain functions. Ren [6],
[7] proposed update schemes for consensus under dynami-
cally changing directed interaction topologies, provided that
the union of the directed interaction graphs have a spanning
tree frequently enough as the system evolves. [8] showed that
the resilience of a partially connected network to Byzantine
adversaries is characterized by its network topology, and a
well-behaving agent can calculate any arbitrary function of
all node values when the number of malicious nodes f is less
than 1/2 of the network connectivity, i.e the connectivity
should be at least 2f + 1. LeBlanc et al. developed the
Adversarial Robust Consensus Protocol (ARC-P) [9], [10].

Network connectivity conditions in most previous works
are hard to satisfy in reality. In addition, the robustness
condition in [9] is itself hard to verify. These considera-
tions motivate us to design a Byzantine adversary detection
scheme based on trust evaluation. We introduce and employ
the notion of trust in the context of consensus algorithms
with Byzantine adversaries. Our work differs from [11] in
the following ways: 1) The trust model is different; 2) Trust
in [11] is established only by local evidence while our trust
model also depends on second-hand evidence; 3) Our trust
propagation in evaluating global trust is resistant to malicious
voting. In this paper we develop a novel trust-aware algo-
rithm, and provide theoretical bounds on the miss detection
and false alarm rates for trust propagation in both regular and
general trust graphs, using probably approximately correct
learning (PAC) [12], [13], [14]. Simulations show that our
proposed trust-aware consensus algorithm can effectively
detect various malicious strategies even in sparse networks;
connectivity < 2f+1, where f is the number of adversaries.

II. PROBLEM FORMULATION

Consider a network modeled by a directed graph G(k) =
(V,E(k)), where V denotes the set of nodes in the network
and E(k) the set of edges at time k. If eij(k) ∈ E(k), it
means node i can receive node j’s message or influence at
time k, i.e. node j is a neighboring node of i at time k.
Let Ni(k) = {j|eij(k) ∈ E(k), j 6= i} denote the set of
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neighbors to node i at time k, and N+
i (k) = Ni(k)

⋃
{i}

denote the extended neighbor set of node i at k. We assume
for simplicity that Ni(k) = Ni,∀k ≥ 0. Let X(k) denote
the N-dimensional vector of all nodes’ states at time k. The
nodes’ beliefs evolve according to:

xi (k) =
∑
j∈Ni

wij (k)xj (k − 1) + wii (k)xi (k − 1) (1)

where X(k) = [x1(k), x2(k), · · · , xN (k)]
T , and wij(k) >

0, j 6= i is the weight that node i puts on node j’s
belief. wii(k) > 0 is the weight that node i puts on its
own previous state. Coefficients are normalized and satisfy∑
j∈Ni(k)

wij(k) + wii(k) = 1. We denote by W (k) the
N × N matrix with element Wij(k). Equation (1) is a
standard module where all nodes are normal. In a distributed
environment, due to lack of central monitoring, nodes are
subject to various attacks. We consider the following model.

Definition 2.1: Byzantine adversary may behave arbi-
trarily, i.e. at some time instant k > 0, a Byzantine ad-
versary i sends incorrect message vi(k) other than xi(k) in
equation (1) to its neighbors. We assume a broadcast model.
The adversary is assumed to have complete knowledge of
the network topology, the states of all other nodes in the
network, and the consensus update rule for all nodes.

Definition 2.2: A normal node behaves according to the
distributed consensus specification in equation (1). It has
access to just local information such as messages sent by
its neighbors, the coefficients it uses for updating states. It
does not know whether a neighbor is normal or malicious.

We can see that a normal node i has no way of determining
whether one of its neighbors j is malicious or not since it
can not get access to all the messages sent by its 2-hop
neighbors l ∈ Nj \ {i}. To detect malicious nodes locally,
we introduce the trust model and establish local trust between
nodes based on first-hand evidence and define several local
decision rules. Often local evidence is not sufficient to reach
useful decisions. We therefore define global trust based on
both first-hand evidence and evidence from other nodes in
the network. Our proposed trust-aware consensus algorithm
takes global trust values as input.

III. TRUST MODEL

There are two possible connections from node i to node
j. One is a message or influence connection. If j ∈ Ni(k),
node j is said to be in the messaging neighborhood of node i
at time instant k. The other is a trust connection. Denote the
set of trust relations at time instant k as Ec(k). A directed
edge from node i to node j, denoted as ecij(k) ∈ Ec(k),
represents the trust relation node i has towards node j.

We associate a local trust value cij(k) ∈ [0, 1) with the
trust connection ecij(k) ∈ Ec(k). The value cij(k) can be
seen, in node i’s perspective, as the probability of node j
behaving normally at time instant k. It depends on both the
interaction between i and j at time k and the history records
i has on node j. We utilize the Beta reputation system [15]
to model local trust values. Denote the probability that node
j behaves normally at time instant k in node i’s perspective

as pij(k). pij(k) is assumed to have Beta distribution with
parameters αij(k) and βij(k). Let rij(k) = αij(k)− 1 and
sij(k) = βij(k) − 1, represent the number of events that
node j is normal and the number of events j is malicious up
to time k in the perspective of node i respectively. The local
trust value cij(k) is defined to be the mean value of pij(k),

cij(k) = E [pij(k)] =
rij(k) + 1

rij(k) + sij(k) + 2
(2)

Considering the time-varying behavior of node j, old records
are less important than more recent observations. We intro-
duce positive forgetting factors ρ1 and ρ2 such that

rij(k + 1) = ρ1rij(k) + fij(k + 1)

sij(k + 1) = ρ2sij(k) + 1− fij(k + 1),
(3)

where the trust decision fij(k + 1) equals to 1 if node i
believes that node j behaves normally at time k + 1 and
equals 0 otherwise. In practice, we may choose ρ1 < ρ2
so that bad behaviors are remembered for longer period of
time relative to good behaviors. Note that fij(k + 1) can
also take fractional values from [0, 1] which allows us to
encode the uncertainty of local decisions. We consider two
realizations of fij(k+ 1): the local trust decision Iij(k+ 1)
and the global trust decision GIij(k). Iij(k+ 1) is obtained
from direct local evidence while GIij(k+1) is calculated by
propagating local trust decisions from other network nodes.

A. Local Trust Evaluation

We now discuss the question of evaluating the local trust
decision Iij(k) based on node i’s local observations about
node j at time instant k. Denote the values vj(k) received
from j ∈ Ni(k) as the vector ri(k). We discuss three
decision rules (mappings) below.

1) Clustering-based Decision Rule: The motivation be-
hind clustering-based decision rules is the observation that
the malicious node’s message tends to deviate from normal
nodes’ messages. We define the deviation of a message sent
by node j from the all other messages received by node i as

devij(k) =
∑
l∈N+

i

|vl(k)− vj(k)|2

|N+
i |

(4)

We propose a decision rule based on relative ranking:

Iij(k) =

{
1, devij(k) ≤ Thi ×median{devij(k)}
0, otherwise (5)

where Thi is the threshold used by node i and median{·}
denotes the median of values within the bracket. This deci-
sion rule reflects the heuristic that the node whose message
is too far away from the median is deemed to be malicious.

2) Distance-based Decision Rule: Consider the distance
between node i’s state at time k, xi(k) and the value vj(k)

dij (xi(k − 1), vj(k − 1)) = ‖xi(k − 1)− vj(k − 1)‖2 (6)

measuring the degree of disagreement of node j from node
i at time k − 1. We measure the degree of cooperation by

∆ij(k) = dij(xi(k − 1), vj(k − 1))− dij(xi(k − 1), vj(k))
(7)
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Therefore
Iij(k) =

{
1, ∆ij(k) ≥ 0
0, otherwise (8)

3) Consistency-based Decision Rule: For node i, to verify
the correctness of message vj(k), it needs more information
than vj(k). We propose to augment the message sent from
node j as follows. The inner message of node j at time
instant k is defined as the messages that node j collects from
its neighbors and we denote it as X∗j (k) = {x∗jl(k − 1), l ∈
N+
j } with x∗jj(k−1) = xcj(k−1), the calculated state of node

j at super-step k−1. Similarly, we define the outer message
of node j at time k to be the messages broadcast by node j
and we denote it as Xj(k) = {xjl(k − 1), l ∈ N+

j }, where
xjj(k−1) might not equal to xcj(k−1) for malicious nodes.
For normal nodes, the inner and outer messages are equal,
i.e. Xj(k) = X∗j (k). However, for malicious nodes, they
can choose to broadcast messages different from the inner
message, i.e. Xj(k) 6= X∗j (k). The local decision node i
makes about node j consists of a set of values I lij(k), where

I lij(k) =


1, x∗il(k − 1) = xjl(k − 1), l ∈ Ni
0, x∗il(k − 1) 6= xjl(k − 1), l ∈ Ni
0.5, l /∈ Ni

(9)

where x∗il(k−1) denotes the inner message element acquired
by node i about l’s state. When l /∈ Ni, local evidence
available to node i is not sufficient to reach any decision.
Therefore I lij(k) = 0.5. We specify a function that maps
these atomic decisions I lij(k) to a scalar decision about j :

Iij(k) =
∏
l∈Nj

I lij(k) (10)

The aggregated decision toward node j at super step k,
Iij(k), is then used to update node i’s local trust value toward
node j, cij , according to equation (2).

B. Global Trust Evaluation

We first discuss the case of trust propagation for single-
dimensional decision rules. Node i maintains its local trust
opinion cij(k) about node j for j ∈ Ni and local trust
decisions Iij(k)’s calculated using various decision rules
mentioned. When node i wants to get a more accurate
evaluation of Iij(k), it needs to rely on the observations of
other network nodes, i.e. node i needs to aggregate local trust
decisions Ilj(k), l ∈ Ni, l 6= j through trust propagation.

Denote the global trust of node j in the perspective of
node i as tij . [16] suggests to aggregate local trust values
by weighing node i’s neighbors’ local trust opinions about
node j. Before the consensus algorithm advances to the
next iteration, we want to obtain the equilibrium global trust
opinion through the trust propagation subroutine (an iterative
process). Therefore, we assume cij ,∀i, j remain constant
during the iterations to obtain global trust and use τ to denote
the iteration number of global trust values. Omitting the time
instant k for convenience, we have

tτij =

{
1 if i = j

1
zi

∑
l∈Ni,l 6=j cilt

τ−1
lj if i 6= j

(11)

where the normalizing constant is zi =
∑
l∈Ni,l 6=j cil.

In a distributed environment, only cil, l ∈ Ni are stored
locally at node i while tlj is sent by node i’s neighbor l.
However, node l might be malicious and lying about tlj .
If node j is a normal node, node l intentionally reports to
node i that tlj = 0. Similarly, if node j is Byzantine, node l
protects its peer by reporting tlj = 1. To cope with this we
introduce a set of pre-trusted nodes called headers.

Definition 3.1: Headers are a set of pretrusted nodes be-
sides V ; more security measures, more reliable. The header’s
identity remains anonymous, i.e. neither a normal node in V
nor an adversary knows if a given node is header or not.

Denote the trust that node i places on a header h as pih.
Node i aggregates local trust from its neighbors in Ni and
headers that it can receive messages from. The global trust
vector ~ti evolves according to:

tτij =

{
1, i = j

1
zi+bH

(∑
l∈Ni,l 6=j cilt

τ−1
lj +

∑
h∈H pihchj

)
, i 6= j

(12)
where H is the set of headers, bH =

∑
h∈H pih, zi =∑

m∈Ni,m 6=j cil, and zi+bH serves as normalizing constant.
Since node i does not know which node is header, pih might
be smaller than 1. When node i can not obtain messages from
header h, pih = 0. The initial value of global trust t0ij is:

t0ij =

 Iij if node i is normal
1 if both node i and j are malicious
0 if node i is malicious and j is normal

(13)

The local trust decisions in equation (13) are propagated via
equation (11) or equation (12) with the help of headers. The
global trust decision GIij is obtained by :

GIij =

{
1 if tij > η
0 if otherwise (14)

where tij is the equilibrium global trust value when equa-
tion (12) converges and the real positive η is the threshold
used to calculate global trust decision. Larger value of η
indicates that we are more likely to detect malicious nodes
but at the same time we tend to make more false alarms.
Then GIij is used to update trust values in equation (3).

Next we discuss the case of multi-dimensional decision
rules. We get the global trust value tij,l(k) for each dimen-
sion of the local trust decision I lij(k) via the same trust
propagation process described for the single-dimension case.
The global trust decision GI lij for dimension l is :

GI lij =

{
1 if tij,l > η
0 if otherwise (15)

where tij,l is the global trust value at equilibrium for
dimension l. The global trust decision GIij is calculated by:

GIij =

Nj∏
l=1

GI lij (16)
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IV. TRUST AWARE CONSENSUS ALGORITHM

Given the trust model, we obtain either the local or global
trust decision fij(k) which will then be used to update the
trust value cij(k) in equation (3). We now propose our new
trust-aware consensus algorithm. The state dynamics are :

xi(k) =
1

Ai(k)

∑
j∈Ni

cij(k)vj(k − 1) (17)

where Ai(k) =
∑
j∈Ni

cij(k) and vj(k − 1) is the message
from node j. If j is malicious, vj(k − 1) is not necessarily
xj(k− 1). Using cij(k) as the linear coefficient to combine
message vj(k − 1) is just one way to do it. The local trust
value cij(k) incorporates both the trust value history of node
j in the local view of node i and the trust decisions made by
other network nodes. There are other more complex choices.

Algorithm 1: Trust-Aware Consensus Algorithm
Input: initial states xi(0),∀i ∈ V and initial local

trust cij(0),∀i ∈ V \ F ,∀j ∈ V ∪H , η
Receive messages from neighbors
// Calculate local trust decisions

Iij(k + 1)
for ∀i ∈ V \ F do

for ∀j ∈ Ni do
calculate Iij(k + 1)

end
end
// Trust decision propagation
repeat

for ∀i ∈ V \ F do
for ∀j ∈ Ni do

// The local trust values
cij(k) remain constant
within trust iterations.

update tτij(k) according to equation (12)
end

end
until |tτij(k)− tτ−1ij (k)| < ε;
Calculate global trust decisions GIij(k + 1) using

equation (14)
// Update trust values cij
for ∀i ∈ V \ F do

for ∀j ∈ Ni do
rij(k + 1) = ρ1rij(k) +GIij(k + 1)
sij(k + 1) = ρ2sij(k) + 1−GIij(k + 1)

cij(k) = E [pij(k)] =
rij(k)+1

rij(k)+sij(k)+2

end
end
Update state xi based on updated cij according to
equation (17)

Repeat until convergence

Note that the trust model as well as the decision rules de-
fined in the previous section become a pluggable component
to the trust-aware consensus algorithm because it only needs

as input the trust dynamics given states, ignoring the details
of trust model design and decision rules. This makes the
algorithm highly extensible to future developments of more
complicated trust models and decision rules. The full new
trust-aware consensus algorithm is shown in Algorithm 1.

Algorithm 2: Trust-Aware Consensus Algorithm
Based on Consistency

Input: initial states xi(0),∀i ∈ V and initial local
trust cij(0),∀i ∈ V \ F ,∀j ∈ V ∪H , η

Receive augmented message vectors from neighbors
for ∀i ∈ V \ F do

for ∀j ∈ Ni do
compute I lij(k + 1) according to equation (9)

end
end
// Trust decision propagation
repeat

for ∀i ∈ V \ F do
for ∀j ∈ Ni do

for ∀l ∈ N+
j do

// The local trust values
cij(k) remain constant
within trust
iterations.

update tτij,l(k) according to
equation (12)

end
end

end
until |tτij,l(k)− tτ−1ij,l (k)| < ε;
Calculate global trust decisions GIij,l(k + 1) using

equation (15)
Calculate global trust decisions
GIij(k + 1) =

∏
l∈N+

j
GIij,l(k + 1) using

equation (16)
// Update trust values cij
for ∀i ∈ V \ F do

for ∀j ∈ Ni do
rij(k + 1) = ρ1rij(k) +GIij(k + 1)
sij(k + 1) = ρ2sij(k) + 1−GIij(k + 1)

cij(k) = E [pij(k)] =
rij(k)+1

rij(k)+sij(k)+2

end
end
Update state xi based on updated cij according to
equation (17)

Repeat until convergence

The new trust-aware consensus algorithm with
consistency-based decision rule, using the augmented
messages, is shown in Algorithm 2. In practice, an ensemble
of the various choices of decision rules will be used.

V. SECURITY GUARANTEES

The trust propagation with the help of headers improves
the accuracy of trust evaluation since trust evidence of
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multiple nodes in the network are utilized for the calculation
of trust values in a distributed way. We discuss how the
connectivity of the graph and the number of headers affect
the accuracy of trust evaluation within a specific iteration k.

The trust graph might be time varying and the edge
weights cij may be heterogeneous, making the equilibrium
decision values computationally difficult. We will focus on
special cases when the trust graph is regular (i.e. the weights
are the same across all edges) and give some qualitative
analysis in the cases the trust graph is not regular. We denote
|Nh,j | the number of headers that have direct evidence of
node j and can evaluate j’s trust with high accuracy and
|Nm| the total number of adversaries in the network who
collaborate to revert the trust evaluation in the propagation
process. All adversaries will vote −1 for the target node at all
times if it is honest and vote 1 if it is malicious. We assume
that adversaries can reach the whole network to participate
in every propagation process to maximize damage.

A. Single-dimensional decision rules

We analyze security guarantees of decision rules based
on scalar-valued messages vj(k)’s (e.g. clustering-based and
distance-based decision rules). As in equation (12), we
denote the trust opinion about node j by header h as chj ∈
{0, 1} where chj = 0 means the header h considers node j
to be malicious and evaluates its trust to be 0, and chj = 1
means the header considers the node to be normal. We also
denote the true type of node j as uj ∈ {0, 1}. Headers
can also make mistakes in evaluating chj with probability:
p (chj = uj) = 1 − ε, where uj is the true type of node
j and ε is the probability of a header making a wrong
trust decision. We assume that the error probability is the
same for all headers for simplicity. The problem of detecting
whether node j is malicious or not by node i is reduced to
a hypothesis problem equation (14).

Theorem 1: For regular trust graph, the miss detection rate
and the false alarm rate are

p(GIij = 1|uj = 0) =

|Nhj |∑
x=yhj

Cx|Nhj |ε
x (1− ε)|Nhj |−x

p(GIij = 0|uj = 1) =

|Nhj |∑
x=|Nhj |−zhj

Cx|Nhj |ε
x (1− ε)|Nhj |−x

(18)
where GIij is node i’s global trust decision about node j
after trust propagation, uj is the hidden true type of node j,
Cx|Nhj | is the number of x-combinations from |Nhj | nodes,

yhj = dη|Nhj | − (1− η) (|Nm| − 1)e
zhj = bη (|Nhj |+ |Nm|)c

(19)

Proof: When the target node j is malicious, [17],

tij = q
∑

h∈Nh,j

chj + q(|Nm| − 1) (20)

q is absorption probability from all nodes to target node j,
chj is the header h’s trust value on node j. A header h ∈

Nh,j estimates target j’s type correctly with 1− ε. We have:

p(GIij = 1|uj = 0) = p(tij > η|uj = 0)

=

|Nhj |∑
x=yhj

Cx|Nhj |ε
x (1− ε)|Nhj |−x (21)

Similarly, when the target node j is normal node, we have

tij = q
∑

h∈Nh,j

chj (22)

for a slightly different absorption probability. Then the false
alarm rate can be derived as follows:

p(GIij = 0|uj = 1) = p(tij < η|uj = 1)

=

|Nhj |∑
x=|Nhj |−zhj

Cx|Nhj |ε
x (1− ε)|Nhj |−x (23)

Corollary 1: For regular trust graph, the single-
dimensional decision rule in equation (14) should satisfy:

|Nhj |2 > |Nm|(|Nm| − 1)

|Nm| − 1

|Nhj |+ |Nm| − 1
< η <

|Nhj |
|Nhj |+ |Nm|

(24)

If not, miss detection and false alarm rates deteriorate to 1.0.
Fig. 1(a) shows that with increasing number of headers, the

miss detection rate decreases. By deploying a small number
of expensive headers, we already have low miss detection
rate (lower than 0.05). When the number of adversaries
increases, we need more headers for the same miss detection
rate. From Fig. 1(b) we observe that for the same number of
headers and adversaries, the false alarm rate is always worse
than the miss detection rate. This is because when evaluating
the trust of a normal node, one more adversary participates
in trust propagation than when evaluating a malicious node.
Fig. 1 serves as guidance on how many headers we need to
deploy given targeted miss detection and false alarm rates.

B. Multi-dimensional decision rules

We analyze the security guarantee for multi-dimensional
decision rules (e.g. consistency-based decision rules). At
each iteration k, node i needs to give a trust decision on
node j’s true type zj . We have the following theorem.

Theorem 2: For a regular trust graph, the miss detection
false alarm rates of multi-dimensional decision rules are:

p(GIij = 1|uj = 0) =
∏
l∈Nj

|Nhjl|∑
x=yhjl

Cx|Nhjl|ε
x (1− ε)|Nhjl|−x

p(GIij = 0|uj = 1) =
∏
l∈Nj

|Nhjl|∑
x=|Nhjl|−

zhjl

Cx|Nhjl|ε
x (1− ε)|Nhjl|−x

where |Nhjl| is the number of headers that have direct evi-
dence of node j’s l-th dimension message and can evaluate
node j’s trust regarding dimension l. And we have:

yhjl = dη|Nhjl| − (1− η) (|Nm| − 1)e
zhjl = bη (|Nhjl|+ |Nm|)c

(25)
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(a) miss detection rate

(b) false alarm rate

Fig. 1. Adversary applies random vibration strategy. Decision threshold
η = 0.5, wrong decision probability ε = 0.05.

Proof: We have:

p(GIij = 1|uj = 0) = p(GIij,l = 1,∀l ∈ Nj |uj = 0)

=
∏
l∈Nj

|Nhjl|∑
x=yhjl

Cx|Nhjl|ε
x (1− ε)|Nhjl|−x (26)

C. Security performance for general trust graphs

Assuming that the trust graph is regular makes the ab-
sorption probability uniform across all headers. For a general
trust graph however, the absorption probability qik should be
different for different source node i and node k pairs. Let
qih, qik, be the absorption probability from source node i to
a header node h, to a malicious node k.

Theorem 3: For a general trust graph, the miss detection
rate for evaluating whether target node j is malicious by
source node i is upper bounded by:

p(GIij = 1|uj = 0) ≤

exp

−2
(
η − ε

∑
h∈Nhj

qih −
∑
k∈Nm−{j} qik

)2
∑
h q

2
ih


p(GIij = 0|uj = 1) ≤ exp

−2
(
η − ε

∑
h∈Nhj

qih

)2
∑
h q

2
ih


(27)

where η is the decision threshold used in equation (14), ε is
the probability of making a mistake by a header.

Proof: When the target node j’s true type is uj = 0,
malicious nodes in Nm − {j} collude to vote 1 for j in the
trust propagation. Therefore the equilibrium global trust is:

tij =
∑
h∈Nhj

qihchj +
∑
k∈Nm

qik (28)

From the Hoeffding-Azuma concentration bound [18]:

p(GIij = 1|uj = 0) = p

(
tij ≥ η|uj = 0

)

≤ exp

(
−

2
(
η − ε

∑
h∈Nhj

qih −
∑
k∈Nm−{j} qik

)2
∑
h q

2
ih

)
(29)

Similarly, when the target node j’s true type is uj = 1,
malicious nodes in Nm collude to vote 0 for j in the trust
propagation. The equilibrium global trust becomes:

tij =
∑
h∈Nhj

qihchj (30)

And we have:

p(GIij = 0|uj = 1) = p

(
tij ≤ η|uj = 1

)

≤ exp

(
−

2
(
η − (1− ε)

∑
h∈Nhj

qih

)2
∑
h q

2
ih

) (31)

To get an intuitive idea of how the error rates vary in
equation (27) with respect to different absorption probabil-
ities corresponding to different trust graphs, we derive the
miss detection rates under some assumptions about the trust
graph. The derivation for false alarm rates is similar.

Corollary 2: If in the ideal case the absorption probabil-
ities from source node i to any malicious node k ∈ Nm
satisfies qik = 0 and that qih = qih′ ,∀h, h′ ∈ Nhj , then the
miss detection rate is upper bounded by:

p(GIij = 1|uj = 0) ≤ exp
(
−2|Nhj | (η − ε)2

)
(32)

Thus the upper bound of the miss detection rate decreases
exponentially with respect to the number of headers |Nhj |.

Corollary 3: If the absorption probabilities from source
node i to any malicious node k ∈ Nm satisfies

∑
k∈Nm

qik ≤
σ where σ is a positive real number such that σ < η−ε

1−ε and
that qih = qih′ ,∀h, h′ ∈ Nhj , then the upper bound of the
miss detection rate becomes:

p(GIij = 1|uj = 0) ≤ exp

(
−2|Nhj |

(
1− ε− 1− η

1− σ

)2
)

(33)
From this corollary, we conclude that the miss detection

rate decreases exponentially with the number of headers, and
that when σ decreases, the miss detection rate also decreases.

VI. SIMULATIONS

We consider a network with 7 nodes shown in Fig. 2. The
shaded node is a Byzantine adversary and all the other nodes
are normal nodes. In the simulations, each normal node uses
both cluster-based decision rule and distance-based decision
rule to generate local decisions. We assume the probability of
choosing either one is set to 0.5. We consider the following
4 malicious strategies adopted by the Byzantine adversary:
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Fig. 2. Network of 7 nodes with centering shaded node as adversary.

1) Remain constant: the adversary, disregarding the update
rule in equation (17), holds a constant value.

2) Random vibration: the adversary switches between sev-
eral values randomly at each iteration.

3) Random noise: the adversary adds a random noise to
the state calculated if it is a normal node.

4) Fixed noise: the adversary adds a fixed input to the state
calculated if it is a normal node.

The simulation results are shown in Fig. 3. When node 7
is set to be adversary and it adopts remain constant strategy,
all nodes can still reach convergence as shown in Fig. 3(a).
However, all nodes are dragged closer to the constant input
of node 7. This problem is mitigated when we invoke global
trust and take advantage of trust decisions made by other
nodes in the network as shown in Fig. 3(b). Nodes can detect
adversary much faster than in Fig. 3(a) and all normal nodes
remain relatively unaffected by node 7. Earlier detection also
happens when adversary adopts random vibration strategy
as in Fig. 3(c) and Fig. 3(d). Detection of adversary with
random noise and fixed noise is similar. Local evidences are
still sufficient to detect this malicious behavior as shown in
Fig. 3(e) and Fig. 3(g). With global trust, adversaries are
detected at an earlier stage, Fig. 3(f) and Fig. 3(h).

Next we present the performance of trust-aware consensus
algorithm in an even sparser network shown in Fig. 4. The
influence graph contains seven nodes numbered from 1 to 7
plus a triangle node. The triangle node is a header node and
the links connecting the header node and others are not part
of the messaging graph. However, the dotted links are in the
trust graph. Therefore network connectivity of the influence
graph in this example network is 2, rendering connectivity-
based approaches in most of previous works invalid because
connectivity < 2f + 1. The header node does not participate
in consensus iterations but is involved in the global trust
evaluation process in equation (12). The dotted lines indicate
that node 5 and node 6 can obtain trust decisions from the
header. We assume header node can provide trust decisions
about node 1 and 4 and since header is anonymous in the
eye of normal nodes, normal nodes do not necessarily trust
headers. Therefore we set the local trust value from node
5 and 6 toward header to be 0.5. The results are shown in
Fig. 5. We observe that even in this sparse network, normal
nodes can still detect node 7 and reach consensus eventually
for all adversary strategies.

(a) Node 7 is adversary. No trust prop-
agation. Adversary adopts remain con-
stant strategy.

(b) Node 7 is adversary. Use trust
propagation. Adversary adopts re-
main constant strategy.

(c) Node7 is adversary. No trust
propagation. Adversary adopts ran-
dom vibration strategy.

(d) Node 7 is adversary. Use trust
propagation. Adversary adopts ran-
dom vibration strategy.

(e) Node 7 is adversary. No trust
propagation. Adversary adopts ran-
dom noise strategy.

(f) Node 7 is adversary. Use trust
propagation. Adversary adopts ran-
dom noise strategy.

(g) Node 7 is adversary. No
trust propagation. Adversary adopts
fixed noise strategy.

(h) Node 7 is adversary. Use trust
propagation. Adversary adopts fixed
noise strategy.

Fig. 3. Trust-aware consensus algorithm, with or without trust propagation,
with or without adversary, under 4 simulated adversary strategies.

Fig. 4. Network of 8 nodes with the centering shaded node as adversary
and triangle node as header.
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(a) Adversary adopts constant strat-
egy. No trust propagation.

(b) Adversary adopts constant strat-
egy. Use trust propagation

(c) Adversary adopts random vi-
bration strategy. No trust propaga-
tion.

(d) Adversary adopts random vi-
bration strategy. Use trust propaga-
tion.

(e) Adversary adopts random noise
strategy. No trust propagation.

(f) Adversary adopts random noise
strategy. Use trust propagation.

(g) Adversary adopts fixed noise
strategy. No trust propagation.

(h) Adversary adopts fixed noise
strategy. Use trust propagation

Fig. 5. Trust-aware consensus algorithm in sparse network Fig. 4. With or
without trust propagation. Four simulated adversary strategies.

VII. CONCLUSIONS

In this paper, we proposed a trust model with various
decision rules based on local evidence in the setting of dis-
tributed consensus with adversaries. Global trust evaluation
(trust propagation) can be used to obtain more accurate trust
evaluation results if local evidences alone are not sufficient.
To evaluate the performance of the new trust-aware consen-
sus algorithm, we provided both novel theoretical analysis
on the security performance in terms of miss detection and
false alarm rates and empirical results through simulations.
We analyzed miss detection and false alarm rates under a
regular trust graph assumption and more interestingly, we
provided the upper bound of the miss detection rate under
general trust graph assumption using probably approximately

correct learning (PAC) techniques. The theoretical results
show that the rate decreases exponentially with the number
of headers deployed and that smaller absorption probabilities
on malicious nodes result in lower miss detection rate. On
the empirical side, we ran simulations and we showed that
our proposed new trust-aware consensus algorithm could ef-
fectively detect various malicious strategies even in networks
with very low (message or influence) connectivity.
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